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DATA PROTECTION DECLARATION OF
ZENTIS GMBH & CO. KG
(Effective: January 2022)

Thank you for your interest in our website www.zentis.de and in our company (“Zentis”) as well as our
products and services. We at Zentis are aware that the protection of your privacy when using this website
is an important issue. For this reason, compliance with the statutory regulations for data protection is a
matter of course for us. Furthermore, it is important to us that you, as a customer, know at all times when
and how we collect and store which of your data and how we use it.

In the following, we inform you about the collection and other processing (e.g. storage, retrieval,
modification, forwarding) of personal data when using our website. Personal data is all data that can be
related to you personally, e.g. name, address, e-mail addresses, user behavior.

If we process personal data in the course of using our website or if we use contracted service providers for
individual functions, offers or services on our website that involve data processing or if we want to use
your data for advertising purposes, we will inform you in detail below about the respective processes, in
particular which data is processed in this context. In doing so, we will also state the intended storage
period or at least the defined criteria for the storage period as well as the relevant legal basis for the
respective processing.

I. NAME AND ADDRESS OF THE CONTROLLER
The controller within the meaning of the General Data Protection Regulation and other national data
protection laws of the Member States as well as other data protection provisions is:

Zentis GmbH & Co. KG, Jülicher Straße 177, 52070 Aachen, Telephone: +49 241 4760-0, E-Mail:
info@zentis.de, Internet: www.zentis.de

II. CONTACT DETAILS OF THE DATA PROTECTION OFFICER
You can reach our data protection officer at datenschutz@zentis.de or at our postal address mentioned
under Section I to the attention of the “Data Protection Officer”. You can also reach our data protection
officer by telephone using our central extension number +49 241 4760-0.

III. COLLECTION AND STORAGE OF PERSONAL DATA AS WELL AS TYPE, PURPOSE,
LEGAL BASIS AND DURATION OF THEIR USE

§ 1 WHEN VISITING THE WEBSITE
During the mere informational use of the website, i.e. if you do not register or otherwise transmit
information to us, we collect the personal access data in so-called server log files, which your browser
transmits to our server. The following data is collected as part of the server log files:

• IP address
• Date and time of the request
• Time zone difference to Greenwich Mean Time (GMT)
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• Content of the request (specific page)
• Access status/HTTP status code
• Amount of data transferred in each case
• Website from which the request comes
• Browser
• Operating system and its interface
• Language and version of the browser software.

Purposes and legal basis of processing

This data is evaluated and subsequently discarded exclusively to ensure trouble-free operation of the
website with regard to stability and security and to improve our offer. The legal basis for the data
processing is Art. 6 para. 1 p.1 lit. f of the General Data Protection Regulations (GDPR). Our legitimate
interest follows from the aforementioned purposes of data collection.

The data is also stored in the log files of our system. A storage of this data together with other personal
data of the user does not take place.

The collection of data for the provision of the website and the storage of the data in log files is absolutely
necessary for the operation of the website. Consequently, there is no possibility of objection on the part of
the user.

Duration of data storage

The data is deleted as soon as it is no longer required to achieve the purpose for which it was collected. In
the case of the collection of data for the provision of the website, this is the case when the respective
session has ended.

In addition, we use cookies and analysis services when you visit our website. You can find more detailed
explanations of this under sections IV and V of this Privacy Policy.

§ 2 CONTENT MANAGMENT SYSTEM
To manage the various Zentis websites, we use the Content Management System (“CMS”) by Pimcore
GmbH, Söllheimer Straße 16, 5020 Salzburg, Austria (“Pimcore”). The CMS enables us to efficiently manage,
update and publish content on our websites. Furthermore, this enables a simplified integration of content
from different sources. Pimcore collects the personal data described in Section III § 1 through the use of
log files and cookies.

For further information on the CMS Pimcore, please refer to the following link:
https://pimcore.com/de/plattform/cms/einleitung

Purposes and legal basis of processing

The purpose of the processing is to enable the efficient management of the website content as outlined
above.

Recipients / Categories of recipients

The recipient of the collected data is Pimcore. Zentis has concluded an order data processing agreement
with Pimcore.

Transfer to third countries

A transfer to third countries does not take place.

Duration of data storage

The data is deleted as soon as it is no longer required to achieve the purpose for which it was collected. In
the case of the collection of data for the provision of the website, this is the case when the respective
session has ended.

https://pimcore.com/de/plattform/cms/einleitung


Zentis | Privacy Policy zentis.de (English) 3

§ 3 WHEN USING OTHER SERVICES, FUNCTIONS AND OFFERS OF OUR WEBSITE
In addition to the purely informational use of our website, we offer services and functions that you can use
if you are interested. For this purpose, you will usually have to provide further personal data, which we use
to provide the respective service and to which the aforementioned data processing principles apply. The
offers and functions are described in more detail below.

(1) CONTACT FORM
When you contact us using our contact form (Praise & Inquiry), using the Complaint Spreads/
Confectionery or General Inquiry form, the data you voluntarily provide (your e-mail address, first and last
name and, if applicable, telephone number, place of residence and zip code) will be stored by us in order
to answer your question. The specification of e-mail address and first name and surname is required, all
other information is voluntary. In the event of a complaint, further information may be required for return
vouchers or replacement services.

In this case, the answer will be given by e-mail or, if indicated, by telephone number.

Purposes and legal basis of processing

The legal basis for the processing is Art. 6 para. 1 lit. a and b of the GDPR on the basis of your voluntarily
given consent or to respond to your inquiry.

Recipients / Categories of recipients

The personal data collected with regard to the contact form will not be transferred to third parties.

Duration of data storage

We delete the data accrued in this context after completion of the request you have made or restrict the
processing if there are legal obligations to retain data.

(2) NEWSLETTER
With your consent, you can subscribe to our newsletter. Here we inform you about our current interesting
offers.

For the registration of our newsletter we use the so-called double opt-in procedure. This means that after
your registration, we will send you an e-mail to the e-mail address you provided, in which we ask you to
confirm that you wish to receive the newsletter. In addition, we store the times of your registration and
confirmation. The purpose of this procedure is to prove your registration and, if necessary, to be able to
clarify a possible misuse of your personal data.

The only mandatory information needed for sending the newsletter is your e-mail address. The provision
of further, separately marked data is voluntary and will be used to address you personally. After your
confirmation, we store your e-mail address only for the purpose of sending the newsletter.

Purposes and legal basis of processing

The purpose of the data processing is the implementation of the newsletter distribution. The legal basis is
The legal basis is your consent in accordance with Art. 6 para. 1 lit. a. of the GDPR.

Recipients / Categories of recipients

Newsletter2Go is used as the newsletter software. Your data will be transferred to Newsletter2Go GmbH,
Köpenicker Str. 126, D-10179 Berlin (“Newsletter2Go”). Newsletter2Go is prohibited from selling your data
and using it for purposes other than distributing newsletters. Newsletter2Go is a German, certified
provider, which was selected according to the requirements of the German Data Protection Regulation
and the Federal Data Protection Act. To ensure data protection, Zentis has concluded an order data
processing agreement with Newsletter2Go.

For more information: https://www.newsletter2go.de/informationen-newsletter-empfaenger/

https://www.newsletter2go.de/informationen-newsletter-empfaenger/
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Duration of data storage

You can revoke your consent to the sending of the newsletter at any time and unsubscribe from the
newsletter. You can revoke your consent by clicking on the link provided in every newsletter e-mail, by an
e-mail to datenschutz@zentis.de or by sending a message to the contact details provided in the Imprint.

(3) ONLINE JOB APPLICATION
If you apply for a job at Zentis on this website, personal data will be collected via our applicant
management system that you provide to us as part of the application. We use the system by d.vinci
HR-Systems GmbH, Nagelsweg 37-39, 20097 Hamburg (“d.vinci”) to manage applications. To ensure data
protection, Zentis has concluded an order data processing agreement with d.vinci.

The individual data collected may vary depending on the job advertisement. However, the data collected
does not go beyond the following:

• Title
• First name
• Last name
• Date of birth
• Country
• Addition to address
• Street
• Zip code
• City
• E-mail address
• Telephone
• Earliest possible start
• Last job
• Annual salary expectation
• Complete application documents
• Application photo
• How did you hear about us?
• Data Protection Declaration accepted

Purposes and legal basis of processing

The purpose of the data processing is the implementation of the job application process. The legal basis is
Art. 6 para. 1 lit. a. and b. of the GDPR.

Recipients / Categories of recipients

The recipient of the collected data is d.vinci.

Transfer to third countries

A transfer to third countries does not take place.

Duration of data storage

The data will be deleted as soon as it is no longer required, usually after the application process has been
completed or (should a position be filled at Zentis), after the end of the employment relationship.
Mandatory legal provisions - in particular retention periods - remain unaffected by this.
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(4) ONLINE CAMPAIGNS (COMPETITIONS, CAMPAIGN FORMS)
With your consent, you can participate in competitions on our website or submit a campaign form (contact
form) for campaigns. Facelift is used as the software. Your data will be SSL-encrypted on the basis of an
agreement on order data processing to Facelift brand building technologies GmbH, Gerhofstr. 19, 20354
Hamburg, Germany. Facelift is prohibited from selling your data and using it for other purposes. Facelift is
a German, certified provider, which was selected according to the requirements of the German Data
Protection Regulation and the Federal Data Protection Act. There is no transfer of personal data to third
countries or international organizations outside the EU. You can find more information at
www.facelift-bbt.com.

Purposes and legal basis of processing

The processing is based on your consent (Art. 6 para. 1 lit. a of the GDPR) for the implementation of the
campaigns and sweepstakes, or on our legitimate interest in the effective processing of requests
addressed to us (Art. 6 para. 1 lit. f of the GDPR).

Recipients / Categories of recipients

The data entered by you remains with us or our commissioned data processor.

Duration of data storage

The personal data collected will be stored until you ask us to delete it, revoke your consent to store it, or
the purpose for storing the data no longer applies (e.g. end of the campaign/sweepstakes). Mandatory
legal provisions - in particular retention periods - remain unaffected.

(5) MICROSOFT ADVERTISING
We use Microsoft Advertising on our website, a service provided by Microsoft Corporation, One Microsoft
Way, Redmond, WA 98052-6399, USA, with its European headquarters at Microsoft Ireland Operations Ltd.,
One Microsoft Place, South County Business Park, Leopardstown, Dublin 18, Ireland.

As part of this service, we employ conversion tracking to measure the effectiveness of our advertisements.
When you access our website via a Microsoft ad, a cookie is stored on your device.

The following information is processed via this cookie:

• (IP) address (usually truncated/anonymized)
• Time of access
• Pages visited
• Referrer URL
• Browser and operating system used

This information is used to generate conversion statistics and helps us understand how many users
reached our website via a Microsoft advertisement.

Processing occurs only with your explicit consent pursuant to Art. 6 (1) lit. a GDPR. You grant your consent
via our consent management tool. You may revoke your consent at any time with future effect.

Microsoft may transfer personal data to third countries (particularly the USA). Microsoft relies on the EU
Commission’s Standard Contractual Clauses to ensure an adequate level of data protection.

If you wish to prevent Microsoft from collecting your data entirely, you can disable cookies in your browser
settings or opt out here.

(6) GOOGLE ADS
We use Google Ads and the conversion tracking feature provided by Google Ireland Limited, Gordon
House, Barrow Street, Dublin 4, Ireland, to promote our website based on user interests.

http://www.facelift-bbt.com
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprivacy.microsoft.com%2Fde-de%2Fprivacystatement&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559852669%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=g6uim8mWMDyq4mIiGWhlDs%2FHt6cG9kdzXJxlCnWwBPQ%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprivacy.microsoft.com%2Fde-de%2Fprivacystatement&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559877774%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=mvrVGPGDqA%2BRM5JJnQmM%2Frgjz%2FieQGgkhAfvbDZjiWU%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprivacy.microsoft.com%2Fde-de%2Fprivacystatement&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559877774%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=mvrVGPGDqA%2BRM5JJnQmM%2Frgjz%2FieQGgkhAfvbDZjiWU%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Faccount.microsoft.com%2Fprivacy%2Fad-settings%2F&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559891959%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=arLhxxc9hDY03NHFnz%2BBQC9Jm9Ker6O%2FHKGH%2F8npghw%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpolicies.google.com%2Ftechnologies%2Ftypes&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559904746%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=euCRaR6wBQuJxIT2S4IJNn3OBrKxVlTKsQK0qF46HGw%3D&reserved=0
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Google Ads allows us to place advertisements in Google search results and on the Google advertising
network. Specific keywords trigger the display of our ads, and ads may also appear on third-party websites
relevant to those keywords.

The goal is to generate statistics about ad performance — for example, how many clicks our ads receive,
what pages are visited, and whether purchases are completed or canceled. If you reach our site through a
Google ad, a conversion cookie is placed on your device. These cookies are valid for 30 days and are not
used for personal identification.

More about Google’s cookie types: https://policies.google.com/technologies/types

The following data is collected:

Browser type and version

• Operating system and interface used
• Referrer URL
• Date and time of access
• (IP) address

Your IP address, device, and domain data are anonymized (shortened or encrypted) before transmission
to make personal identification impossible.

Data may be transferred to Google servers in the USA — a third country without an EU adequacy decision.
Google may share this data with third parties if legally required or if those third parties process the data
on Google’s behalf.

Data transfer may rely on the EU Standard Contractual Clauses (SCC) and Google’s commitment to comply
with these. Learn more at:

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standar
d-contractuals-clauses-scc_de

https://policies.google.com/privacy/frameworks?hl=de

The legal basis is Art. 6 (1) lit. a GDPR (with your consent), or Art. 6 (1) lit. f GDPR if we have a legitimate
interest in analyzing website use and optimizing advertising efforts.

You can withdraw your consent at any time without providing reasons.

If you wish to prevent Google Ads from collecting data via cookies, you can disable or restrict cookies in
your browser settings or delete existing cookies manually or automatically. Note that disabling cookies
may limit website functionality.

You can also opt out by clicking “Off” at: http://www.google.de/settings/ads

Further information on Google’s data use and opt-out options:

Google Analytics Terms of Service

Google Privacy Policy

(7) GOOGLE CONVERSION TRACKING
We also use Google Conversion Tracking as part of the Google Ads service from Google Ireland Limited,
Gordon House, Barrow Street, Dublin 4, Ireland, to measure the effectiveness of our advertising.

Google Conversion Tracking helps us better track purchases or bookings resulting from our ads and
address potential tracking gaps.

The following data is collected:

• Browser type and version

https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpolicies.google.com%2Ftechnologies%2Ftypes&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559917240%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=KYeDLHgBhMhH9xBxpsEcTOh0qD4vboskuP1pLBXwAnQ%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.google.de%2Fintl%2Fde%2Fpolicies%2F&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559929723%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=sgtVYQ8J53%2BNRgcQP%2BVB7ymJnpOnpZ2pOaabEADRRvk%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpolicies.google.com%2Fprivacy%2Fframeworks%3Fhl%3Dde&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559942168%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=IqXQ9hkFXm7ZBepnp2hO%2BG2aIOUPdsXMuYZ8EVeFtPw%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fec.europa.eu%2Finfo%2Flaw%2Flaw-topic%2Fdata-protection%2Finternational-dimension-data-protection%2Fstandard-contractuals-clauses-scc_de&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559955865%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=jODAB92gRiDdBtBEvcOqn7jiFI1A%2FrL%2Bx4vhHE0lbpo%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fec.europa.eu%2Finfo%2Flaw%2Flaw-topic%2Fdata-protection%2Finternational-dimension-data-protection%2Fstandard-contractuals-clauses-scc_de&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559955865%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=jODAB92gRiDdBtBEvcOqn7jiFI1A%2FrL%2Bx4vhHE0lbpo%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpolicies.google.com%2Fprivacy%2Fframeworks%3Fhl%3Dde&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559969136%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=Q7XD%2FXHhuQV4YcjJcJ8atYutlbLYhigpyOvX9heS5S4%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.google.de%2Fsettings%2Fads&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559981795%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=TrMLcofEM5qw6iz%2FcyQcMItiNb50r8B2y2Bzr394gOI%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.google.com%2Fanalytics%2Fterms%2Fde.html&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283559995289%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=1mO9sa5YM%2BYIsinU7dhD4bbwSiIZIoO7k2lb7VZmoXE%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.google.de%2Fintl%2Fde%2Fpolicies%2F&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560181555%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=aqAkyrxl%2B8y4%2BS4sp%2FXFMe02ANlaXZLtdPgTr92nKws%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpolicies.google.com%2Ftechnologies%2Ftypes&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560196235%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=WLy64o5EJ3y1V8suLX8Y%2B3sp51UHtad5wb9%2F5mCTwzI%3D&reserved=0
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• Operating system and interface used
• Referrer URL
• Date and time of access
• (IP) address
• Conversion status

IP addresses and other data are typically anonymized before transmission. The data is hashed before
being sent to Google — transformed into a random code rather than encrypted in the classical sense.
Google may use this hashed data to determine if you were logged into your Google account during the
purchase, enabling identification without cookies.

Data may be transferred to and stored on Google servers in the USA. The USA is a third country without an
adequacy decision under Art. 45 GDPR. Google may pass this data on to third parties as required by law or
if third parties process data on its behalf.

Data transfers may be based on the Standard Contractual Clauses.

More information can be found at:

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standar
d-contractuals-clauses-scc_de

https://policies.google.com/privacy/frameworks?hl=de

The legal basis for processing is Art. 6 (1) lit. a GDPR, or Art. 6 (1) lit. f GDPR where we have a legitimate
interest in understanding user behavior and improving our marketing strategies.

You may withdraw your consent at any time without providing reasons.

If you do not wish Google to collect data via our website, you may disable or restrict cookies in your
browser settings. Stored cookies can be deleted at any time, including automatically. You are under no
legal or contractual obligation to provide personal data. However, disabling cookies may limit website
functionality.

You may also opt out by clicking “Off” at: http://www.google.de/settings/ads

More details on Google’s use of data and opt-out options:

Google Analytics Terms of Service

Google Privacy Policy

IV. USE OF COOKIES

§ 1 SCOPE OF DATA PROCESSING
In order to make your visit to our website as user-friendly and effective as possible and to enable the use
of certain functions, we work with so-called cookies on some of our pages/ Cookies are small text files
which are stored on your device and which save certain settings and data via your browser for the
exchange with our system. With these cookies, the party placing the cookies will be provided with specific
information Cookies cannot execute any programs or transmit viruses to your computer.

Please note that certain cookies are already placed on your computer as soon as you access our website.
This website uses the following types of cookies:

Mandatory / Functional cookies: These cookies are mandatory to ensure the operation of the website. For
instance, these may be cookies which enable you to sign in to the customer area or place items into your
shopping cart.

- Transient cookies: These are automatically deleted when you close the browser. In particular, these
include session cookies. These store a so-called session ID, with which various requests of your browser

https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.google.de%2Fintl%2Fde%2Fpolicies%2F&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560209623%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=2N0MHlUNsfA5cwdPEW8dNeMr%2BQkUpt7jUWWmfqp1CR8%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpolicies.google.com%2Fprivacy%2Fframeworks%3Fhl%3Dde&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560222495%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=6GIFL6wd%2Btn6HHHu3K9O1iwjQOtmUZSi%2FgDq8Dresq8%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fec.europa.eu%2Finfo%2Flaw%2Flaw-topic%2Fdata-protection%2Finternational-dimension-data-protection%2Fstandard-contractuals-clauses-scc_de&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560234952%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=E92cmF1Avmi6E7OEXowcauhDHGS%2BFwcqX9mewrZ1ZfE%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fec.europa.eu%2Finfo%2Flaw%2Flaw-topic%2Fdata-protection%2Finternational-dimension-data-protection%2Fstandard-contractuals-clauses-scc_de&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560234952%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=E92cmF1Avmi6E7OEXowcauhDHGS%2BFwcqX9mewrZ1ZfE%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpolicies.google.com%2Fprivacy%2Fframeworks%3Fhl%3Dde&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560247377%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=KRj03dDUrpCHTUvoJbrjKxioX%2BIL70uyp9VybvEvKQo%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.google.de%2Fsettings%2Fads&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560259562%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=yPW2CAJoQgLxwFTw7hodEna2bNT8JswxfESQRElPOok%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.google.com%2Fanalytics%2Fterms%2Fde.html&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560271834%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=yZvKLW4HcwFezXwgnxq12T5yej8HafrBQVhClE%2FZsGk%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.google.de%2Fintl%2Fde%2Fpolicies%2F&data=05%7C02%7CMichelle.Bindels%40zentis.de%7Cce5f179178df438626ff08dda437f77e%7Cc34a894076db480da51cb0e285636a01%7C0%7C0%7C638847283560283990%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=nbwhp%2Blj5LNEW4SfCUTQIOqIORQa7HiDoM8tWiBbqZI%3D&reserved=0
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can be assigned to the common session. This allows your computer to be recognized when you return to
our website. Session cookies are deleted when you log out or close the browser.

- Persistent cookies: These are deleted automatically after a specified duration, which may differ
depending on the cookie. However, you can also delete the cookies at anytime in your browser’s security
settings.

- Third party cookies: These cookies of some of our advertising parties help to make our services and our
website a more interesting experience for you. For this reason, we also save the cookies of our partner
companies on your hard drive when you visit our website. These are temporary cookies which delete
themselves automatically after a set period. In general, the cookies of partner companies are deleted after
a few days or 24 months, or in individual cases after a few years. The cookies of our partner companies do
not contain any personal data. Only pseudonymized data under a user ID is collected. This pseudonymous
data will not be merged with your personal data at any time.

You can configure your browser settings to meet your own needs and requirements, e.g. reject the
acceptance of third-party cookies or other cookies. Also, your browser can be configured so that you will
be notified when a cookie is put on your computer. For this, please consult the your browser operator. We
would like to point out that the rejection of cookies may mean that you cannot use all functions of this
website.

In addition, we use the Usercentrics consent management tool which enables fast and uncomplicated
consent or rejection of individual cookies. For more information, please refer to § 2.

Further information on analytics cookies is listed under Section V.

Purposes and legal basis of processing

In principle, the cookies set do not result in the collection of personal data by us.

If, however, the processing of personal data through the cookies allows us to draw conclusions about you,
the processing is based on Art. 6 para. 1 p. 1 lit. a, b or f of the GDPR as the legal basis. Our legitimate
interest results from the above-mentioned purposes to make the offer of our website more user-friendly
and effective.

§ 2 CONSENT MANAGEMENT BY USERCENTRICS
We use the Usercentrics Consent Management Platform by Usercentrics GmbH, Sendlinger Straße 7,
80331 Munich, Germany (“Usercentrics”) to manage consent for the cookies or analytics services used on
our website. This allows you to easily decide which analytics services you want to allow.

Usercentrics collects and stores log file and consent data through a JavaScript. This enables users to be
informed about their consents to certain tags on our website as well as to obtain, manage and document
them.

The following data is processed:

- Data of the consent (anonymized log data)

- Data of the devices used (including shortened IP addresses, device information, timestamp)

- User data (including e-mail, ID, browser information, SettingIDs, changelog)

Purposes and legal basis of processing

The purpose of the data processing is the analysis and management of the consents granted in order to
enable the use of cookies in compliance with data protection requirements. The legal basis is Art. 6 para. 1
lit. f of the GDPR.

Recipients / Categories of recipients
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The recipient of the collected data is Usercentrics.

Transfer to third countries

A transfer to third countries does not take place.

Duration of data storage

The data is deleted as soon as it is no longer required. The duration of the cookie in this regard is 60 days.
Evidence of revoked consent is retained for a period of three years.

V. USE OF ANALYTICS TOOLS
We use web analytics services on our website for the purpose of targeted design and advertising.

§ 1 GOOGLE ANALYTICS
Insofar as you have given your consent, this website uses Google Analytics, a web analytics service
provided by Google Ireland Limited, Barrow Street, Dublin, D04 E5W5 Ireland or Google Inc, 1600
Amphitheatre Parkway, Mountain View, CA 94043, USA (“Google”). The use includes the “Universal
Analytics” mode of operation. This makes it possible to assign data, sessions and interactions across
multiple devices to a pseudonymous user ID and thus to analyze the activities of a user across devices.
Google Analytics uses so-called “cookies”, see above, which are stored on your computer and which enable
an analysis of your use of the website. The information generated by the cookie about your use of this
website will generally be transferred to a Google server in the USA and stored there. In case of activation
of the IP anonymization on this website, your IP address will be truncated by Google within the Member
States of the European Union or other parties to the Agreement on the European Economic Area. We
would like to point out that on this website Google Analytics has been extended by an IP anonymization to
ensure anonymized collection of IP addresses (so-called IP masking). The IP address transmitted by your
browser as part of Google Analytics will not be merged with other data from Google. You can find more
detailed information on Google's Terms of Use and Privacy Policy at
https://www.google.com/analytics/terms/de.html and at https://policies.google.com/?hl=de.

Purposes and legal basis of processing

On behalf of Zentis, Google will use this information for the purpose of evaluating your use of the website,
compiling reports on website activity and providing other services relating to website activity and Internet
usage to the website operator. The legal basis for the processing is Art. 6 para. 1 lit. a of the GDPR.

Recipients / Categories of recipients

The recipient of the collected data is Google.

Transfer to third countries

The personal data is transferred to the USA. Google has committed itself with a so-called standard
contractual clause to ensure European data protection standards. Google's standard contractual clause is
available at the following link:
https://business.safety.google/adscontrollerterms/sccs/.

Duration of data storage

The data sent by us and linked to cookies, user IDs (e.g. user ID) or advertising IDs are automatically
deleted after 14 months. Data whose retention period has been reached is automatically deleted once a
month.

Data subject rights

You can revoke your consent at any time with effect for the future by preventing the storage of cookies by
means of an appropriate setting in your browser software or by revoking your consent in the context of
Usercentrics; however, we would like to point out that in this case you may not be able to use all functions
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of this website to their full extent. Furthermore, you can prevent the collection of data generated by the
cookie and related to the usage of the website (incl. your IP address) and the processing of these data by
Google by downloading and installing the browser add-on. Opt-out cookies prevent the future collection of
your data when visiting this website. To prevent collection by Universal Analytics across different devices,
you must perform the opt-out on all systems used. If you click here, the opt-out cookie will be set: Google
Analytics Opt-Out.

§ 2 GOOGLE TAG MANAGER
This website also uses Google Tag Manager by Google. Through this service, website tags can be managed
via an interface. The Google Tag Manager only implements tags, so that no cookies are set. This means
that no personal data is collected by the Google Tag Manager. However, the Google Tag Manager triggers
further tags, which in turn may collect personal data. However, the Google Tag Manager does not access
this data. If a deactivation has been made at domain or cookie level, this remains in place for all tracking
tags, insofar as these are implemented with the Google Tag Manager.

You can find more information about the Google Tag Manager here:
https://support.google.com/tagmanager/answer/7582054?hl=de

Purposes and legal basis of processing

The Google Tag Manager enables the use of further services, such as Google Analytics, which makes it
possible to evaluate the use of this website. The legal basis for the processing is your consent according to
Art. 6 para. 1 lit. a of the GDPR as well as our legitimate interest in evaluating the use of our website, Art. 6
para. 1 lit. f of the GDPR.

§ 3 FACEBOOK PIXEL
Insofar as you have declared your consent, the so-called “Facebook Piixel” (website custom audience pixel)
by Meta Platforms Ireland Limited, 4 Grand Canal Square,

Grand Canal Harbour, Dublin, Ireland or Meta Platforms Inc., 1601 Willow Road Menlo Park, CA 94025
United States (“Meta”) is used on this website. Through this pixel, cookies are stored on your computer,
whereby information about the use of this website can be collected and transferred to Meta. This
information can be associated with other information that Meta has stored about you. This allows you to
be shown interest-based advertisements in your Facebook account (retargeting). In addition, Meta can
recognize whether a Facebook ad was successful and, in particular, led to a purchase. In this regard, we
only receive statistical data from Meta without any reference to a specific person.

You can find more information on the terms of use and data protection at
https://www.facebook.com/about/privacy/.

Purposes and legal basis of processing

The use of the Facebook Pixel enables us to record the effectiveness of Facebook ads for statistical and
market research purposes. The legal basis for the processing is Art. 6 para. 1 lit. a of the GDPR.

Recipients / Categories of recipients

The recipient of the collected data is Meta.

Transfer to third countries

The personal data is transferred to the USA. Meta has committed itself with a so-called standard
contractual clause to ensure the European data protection standards. Meta's standard contractual clause
is available at the following link:
https://www.facebook.com/legal/EU_data_transfer_addendum

Duration of data storage
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The data sent by us and linked to cookies, user IDs (e.g. user ID) or advertising IDs are automatically
deleted after 12 months at the latest. Data whose retention period has been reached is automatically
deleted once a month.

Data subject rights

You can revoke your consent at any time with effect for the future by preventing the storage of cookies by
means of an appropriate setting in your browser software or by revoking your consent in the context of
Usercentrics; however, we would like to point out that in this case you may not be able to use all functions
of this website to their full extent. You can also prevent the collection of data generated by the cookie and
related to your use of the website (including your IP address) to Meta and the processing of this data by
Meta by downloading and installing the browser add-on. Opt-out cookies prevent the future collection of
your data when visiting this website. If you click here, the opt-out cookie will be set: Meta Opt-Out.

§ 4 LINKEDIN PIXEL
When visiting this website, personal data is processed. Categories of data processed: data on the use of
the website as well as the logging of clicks on individual elements. Purpose of processing: analysis of user
behavior, evaluation of the effectiveness of online marketing measures, and selection of online advertising
on other platforms, which is automatically selected based on user behavior via real-time bidding. Legal
basis for processing: your consent pursuant to Art. 6 (1) a GDPR. Data is transmitted to: the independent
controller LinkedIn Ireland Unlimited Company, Wilton Place, Dublin, D02 X527, Ireland. The legal basis for
the data transfer to LinkedIn Ireland Unlimited Company is your consent pursuant to Art. 6 (1) a GDPR.
This may also involve the transfer of personal data to a country outside the European Union. The transfer
of data to the USA takes place pursuant to Art. 45 GDPR in conjunction with the European Commission’s
adequacy decision C(2023) 4745, as the data recipient has committed to complying with the data
processing principles of the Data Privacy Framework (DPF).

VI. LINKING TO OUR SOCIAL MEDIA SITES
Our website contains links to our social media sites:

Facebook

Instagram

YouTube

When you visit our site, no personal data is initially passed on to the providers of the social network as a
matter of principle. Only if you click on the link to access our page on the relevant social network will the
operator of the social network receive the information that you have accessed the relevant website of our
online services. In addition, the data mentioned under Section III §1 of this declaration will be transferred.
In the case of Facebook, according to the respective providers in Germany, the IP address is anonymized
immediately after collection. By clicking on the link, personal data is therefore transferred from you to the
respective provider of the social network and stored there (in the case of US providers in the USA). Since
the provider collects the data in particular via cookies, we recommend that you delete all cookies via your
browser’s security settings before clicking on the link.

We can neither influence the collected data and data collection processes nor are the full scope of the data
collection, the purpose of the processing and the retention periods known to us. Also, we have no
information on the deletion of the collected data by the operator of the social network.

The operator of the social network stores the data collected on you in the form of user profiles and uses it
for advertising, market research purposes and/or the targeted design of its website. This evaluation is
primarily conducted (also for users who are not signed in) to display targeted advertising and to inform
other users on the social network about your activities on our website. You have the right to object to this
generation of user profiles, whereby you must address your objection to the relevant operator of the
social network as the responsible controller. With these links we give you the opportunity to interact with
the social networks and other users so that we can improve our services and make our website even more
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interesting for users.

The data transfer takes place regardless of whether you have an account with the provider of the social
network and are signed in there. If you are signed in, your data collected by us will be directly assigned to
your account with the respective provider. If you click on the link and, for example, link to the page, the
plug-in provider also stores this information in your user account and shares it publicly with your contacts.
We recommend that you log out regularly after using a social network, but especially before clicking on the
link, as this allows you to avoid an assignment to your profile with the provider.

For more information on the purpose and scope of data collection and its processing by the provider of
the social network, please refer to the privacy statements of these providers, which are communicated
below. There you will also receive further information on your rights in this regard and setting options for
protecting your privacy.

Addresses of the respective plug-in providers and URL with their data protection notices:

Meta Inc. (formerly Facebook Inc.), 1601 S California Ave, Palo Alto, California 94304, USA;
http://www.facebook.com/policy.php;.

Meta has committed itself to guaranteeing European data protection standards with a standard
contractual clause. Meta's standard contractual clause is available at the following link:
https://www.facebook.com/legal/EU_data_transfer_addendum

YouTube LLC, 901 Cherry Ave., San Bruno, CA 94066, USA (subsidiary of Google);
https://www.google.de/intl/de/policies/privacy. Google's standard contractual clause is available at the
following link: https://business.safety.google/adscontrollerterms/sccs/.

Purposes and legal basis of processing

The legal basis is Art. 6 para. 1 p. 1 lit. a or f of the GDPR. Our legitimate interest arises from the
aforementioned purposes.

VII. EMBEDDING OF YOUTUBE VIDEOS
We have embedded YouTube videos on our web pages, which are stored at http://www.YouTube.com and
can be directly called up on our website.

By visiting the website, YouTube will be notified that you have accessed the relevant page of our website.
In addition, the data mentioned under Section III §1 of this declaration will be transferred. This occurs
regardless of whether you have a YouTube user account to which you are signed in or whether you have
no such account. If you are signed in to Google, your data will be directly allocated to your account.
However, if you do not wish your actions to be allocated to your YouTube profile, you must sign out before
activating the button. YouTube stores your data in the form of user profiles and uses this data for
advertising and market research purposes and/or the targeted design of its website. This evaluation is
primarily conducted (even for users who are not signed in) for the provision of targeted advertising and to
inform other users on the social network about your activities on our website. You have the right to object
against the generation of these user profiles, whereby you must address your objection to YouTube.

Further information on the purpose and scope of collection and processing of the data by YouTube
(YouTube LLC, 901 Cherry Ave., San Bruno, CA 94066, USA; subsidiary of Google) is available in Google’s
data protection declaration. Here, you will also receive additional information on your rights and setting
options for the protection of your privacy: https://www.google.de/intl/de/policies/privacy. As already
mentioned, Google also processes your personal data in the USA. In doing so, Google has committed itself
to comply with European data protection standards. You can find Google's standard contractual clause
here: https://business.safety.google/adscontrollerterms/sccs/.

https://www.google.de/intl/de/policies/privacy
https://business.safety.google/adscontrollerterms/sccs/
https://business.safety.google/adscontrollerterms/sccs/
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IX. YOUR RIGHTS
Whenever your personal data is processed, you have rights vis-á-vis us with regard to your own personal
data:

RIGHT OF ACCESS BY THE DATA SUBJECT, ART. 15 OF THE GDPR:
You have the right to request a confirmation from the controller on whether your personal data is
processed by the controller.

In the event that the data is processed, you can request the controller to disclose the following
information:

the purposes for which the personal data is processed;

the categories of personal data which are processed;

the recipients or categories of recipients to whom the personal data has been or will be disclosed, in
particular recipients in third countries or international organizations. In the latter cases, you can request to
be informed about the appropriate guarantees in accordance with Art. 46 of the GDPR relating to the
transfer of the data;

the planned duration of the storage of the personal data concerning you or, if concrete information on this
is not possible, criteria for determining the storage period;

the existence of the right to request from the controller rectification or erasure of personal data or
restriction of processing of personal data concerning you or to object to such processing;

the right to lodge a complaint with a supervisory authority;

where the personal data is not collected from the data subject, any available information as to its source;

the existence of automated decision-making, including profiling, referred to in Art. 22 para. 1 and 4 of the
GDPR and, at least in those cases, meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing for the data subject.

RIGHT TO RECTIFICATION, ART. 16 OF THE GDPR:
You have the right to the rectification and/or completion of the data towards the controller, where the
processed personal data concerning you is inaccurate or incomplete. The controller must rectify the data
immediately.

RIGHT TO ERASURE, ART. 17 OF THE GDPR:
A) Right to erasure

You can request the controller to delete all personal data immediately and the controller is obligated to
delete this data immediately, where one of the following grounds applies:

The personal data concerning you is no longer necessary for the purposes for which it was collected or
otherwise processed.

You withdraw your consent on which the processing was based pursuant to Art. 6 para. 1 lit. a or Art. 9
para. 2 lit. a of the GDPR and there is no other legal basis for the processing.

You object to the processing pursuant to Art. 21 para. 1 of the GDPR (cf. Section IX) and there are no
overriding legitimate grounds for the processing, or you object to the processing pursuant to Art. 21 para.
2 of the GDPR.

The personal data concerning you has been processed unlawfully.

The erasure of the personal data concerning you is necessary for compliance with a legal obligation under
Union or Member State law to which the controller is subject.
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The personal data concerning you has been collected in relation to information society services offered
pursuant to Art. 8 para. 1 of the GDPR.

b) Information to third parties

Where the controller has publicly disclosed the personal data concerning you and is obligated to delete
such data in accordance with Art. 17 para. 1 of the GDPR, the controller, taking account of available
technology and the cost of implementation, shall take reasonable steps, including technical measures, to
inform controllers which are processing the personal data that the data subject has requested the erasure
by such controllers of any links to, or copy or replication of, those personal data.

c) Exceptions

No right to erasure will exist, where the processing of the data is required

for exercising the right of freedom of expression and information;

for compliance with a legal obligation which requires processing by Union or Member State law to which
the controller is subject or for the performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller;

for reasons of public interest in the area of public health in accordance with Art. 9 para. 2 lit. h and i as well
as Art. 9 para. 3 of the GDPR;

for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes in accordance with Art. 89 para. 1 of the GDPR, insofar as the right referred to in Section a) is
likely to make impossible or seriously impair the achievement of the purposes of such processing; or

for the establishment, exercise or defense of legal claims.

RIGHT TO RESTRICTION OF PROCESSING, ART. 18 OF THE GDPR:
Under the condition listed below, you may request the processing of your personal data to be restricted:

if you contest the accuracy of the personal data concerning you for a period enabling the controller to
verify the accuracy of the personal data;

the processing is unlawful and you object to the erasure of the personal data and request instead the
restriction of the use of the personal data;

the controller no longer needs the personal data for the purposes of processing, but you need it for the
establishment, exercise or defense of legal claims; or

if you have objected to the processing pursuant to Art. 21 para. 1 of the GDPR (cf. Section IX) and it has not
yet been determined whether the legitimate grounds of the controller outweigh your grounds.

If the processing of personal data relating to you has been restricted, this data may - apart from being
stored - only be processed with your consent or for the assertion, exercise or defense of legal claims or for
the protection of the rights of another natural or legal person or for reasons of an important public
interest of the Union or a Member State.

If you have obtained a restriction of processing under the above conditions, you will be informed by the
controller before the restriction is lifted.

RIGHT TO INFORMATION, ART. 19 OF THE GDPR:
Once you have asserted your right to the rectification, erasure or restriction of processing of the personal
data towards the controller, the controller is obligated to notify all recipients to whom the personal data
concerning you has been disclosed about the rectification or erasure of the data or the processing
restrictions unless this is not possible or requires an unreasonable expense or effort.

You have the right to be notified about the recipients by the controller.
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RIGHT TO DATA TRANSFER, ART. 20 OF THE GDPR:
You have the right to receive the personal data concerning you which you have provided to the controller
in a structured, commonly used and machine-readable format. You also have the right to transfer this data
to another controller without hindrance from the controller to which the personal data has been provided,
where:

the processing is based on consent pursuant to Art. 6 para. 1 lit. a of the GDPR or Art. 9 para. 2 lit. a of the
GDPR or on a contract pursuant to Art. 6 para. 1 lit. b of the GDPR; and

the processing is carried out by automated means.

In exercising this right, you also have the right to demand that the personal data concerning you is
transferred directly from one controller to another, where technically feasible. This may however not
restrict the freedoms and rights of others.

Your right to erasure shall remain unaffected.

To right to data portability shall not apply for a processing of personal data required for the performance
of a tasks in the public interest or for the exercise of public authority vested to the controller.

RIGHT TO OBJECT, ART. 21 OF THE GDPR
You have the right to object on grounds relating to your particular situation and the right to object to the
processing of data for advertising purposes. Further information on this is available in Section IX of this
data protection declaration.

RIGHT TO WITHDRAW THE DECLARATION OF CONSENT UNDER THE DATA PROTECTION LAW:
You can withdraw a declaration of consent on the processing of your personal data granted by you to the
controller at any time. Please note that this withdrawal shall however take effect in the future. it shall not
affect the lawfulness any processing of the data previously carried out on the basis of your declaration of
consent.

AUTOMATED INDIVIDUAL DECISION-MAKING INCLUDING PROFILING, ART. 22 OF THE GDPR
You have the right not to be subject to a decision based solely on automated processing – including
profiling – which produces legal effect on you or which affects you significantly in a similar way. This shall
not apply if the decision

(1) is necessary for entering into, or performance of, a contract between you and the data controller;

(2) is permitted by legislation of the Union or the Member States to which the controller is subject and that
legislation contains appropriate measures to safeguard your rights and freedoms and your legitimate
interests; or

(3) is carried out with your express consent.

In the cases (1) and (3), the controller will take reasonable measures to protect your rights, freedoms and
legitimate interests, which at least includes the right to enforce a natural person to become involved on
part of the controller, to present the own view and to contest a decision.

Decisions generated solely on the basis of an automated processing may also not be based on certain
categories of personal data in accordance with Art. 9 para. 1 of the GDPR, to the extent that Art. 9 para. 2
lit. a or g of the GDPR does not apply and adequate measures for the protection of the rights, freedoms
and legitimate interests are taken.
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RIGHT TO LODGE COMPLAINT WITH A SUPERVISORY AUTHORITY, ART. 77 OF THE GDPR:
You have the right to lodge a complaint about the processing of your personal data with a supervisory
body for data protection You can lodge your complaint to the supervisory body in the Member State of
your place of residence, your place of work or the place of the alleged infringement. The supervisory body
where the complaint is lodged, will inform you as the complainant of the progress and the results of the
complaint as well as the option of a judicial remedy before court in accordance with Art. 78 of the GDPR.

IX. RIGHT TO OBJECT IN ACCORDANCE WITH ART. 21 OF THE GDPR
RIGHT TO OBJECT ON GROUNDS RELATING TO YOUR PARTICULAR SITUATION:

You have the right to object to the processing of your personal data conducted on the basis of Art. 6 para.
1 lit. e of the GDPR (processing of data in the public interest) and Art. 6 para. 1 p. 1 lit. f of the GDPR (data
processing for the protection of the legitimate interests of the controller or a third party) at any time for
grounds relating to your personal situation; this also applies for a profiling based on these provisions.
After receiving your objection, we will cease to process your personal data unless we can provide
compelling legitimate grounds for the processing, which take priory of your interests, rights and freedoms,
or where the processing serves to establish, exercise and defend legal claims.

RIGHT TO OBJECT TO THE PROCESSING OF DATA FOR ADVERTISING PURPOSES

In individual cases, we may process your personal data for the purpose of direct advertising. You have the
right to object to the processing of the personal data concerning you for the purpose of such advertising at
any time; this also applies for profiling where it relates to such direct advertising activities. Once you object
to a processing of your personal data for the purpose of direct advertising, your personal data will then no
longer be processed for this purpose.

In the above mentioned cases, you can object informally, preferably by sending an e-mail with “Objection”
in the header to:

Datenschutz@zentis.de or at the postal address listed in Section I to the attention of the “Data Protection
Officer”.

X. DATA SECURITY
We strive to take all technical and organizational measures to store your personal data in a way so that it
cannot be accessed by third parties. When communicating by email, we can however not guarantee
complete data security, so that we recommend you to send any confidential information by post.

For reasons of security and to protect the transfer of confidential contents, this website works with SSL
encryption, for example for any inquiries you send to us as the operator. You can recognize an encrypted
connection when the "http://" in the address bar of your bowser changes to "https://" and by the padlock
symbol in your browser bar. When the SSL encryption is activated, the data you transfer to us cannot be
read by third parties.
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COOKIE DECLARATION
Our website uses cookies. We use cookies to personalize content and advertisements, provide social
media features, and analyze traffic to our website. We also share information about your use of our
website with our social media, advertising, and analytics partners. Our partners may combine this
information with other data that you have provided to them or that they have collected through your use
of their services.

Cookies are small text files that websites can use to make the user experience more efficient.

The law allows us to store cookies on your device if they are strictly necessary for the operation of this
website. For all other types of cookies, we need your permission.

This website uses different types of cookies. Some cookies are placed by third parties that appear on our
pages.

You can change or withdraw your consent at any time through the Cookie Declaration on our website.

Learn more in our Privacy Policy about who we are, how to contact us, and how we process personal data.

Please provide your consent ID and the date when contacting us about your consent.

Your consent applies to the following domains: www.zentis.de

Your current status: Allow all.

Your consent ID: XCKX5oZUBb6aSjeYLx6HYuHB7ZCUp2YccEcuqajr6vjuZPR3dJG/Mw==

Consent date: Wednesday, November 26, 2025 at 5:05:49 PM CET

Change your consent | Withdraw your consent

The Cookie Declaration was last updated on November 6, 2026 by Cookiebot:

https://www.zentis.de/de/datenschutz#
https://www.zentis.de/de/datenschutz#
https://www.cookiebot.com/


Zentis | Privacy Policy zentis.de (English) 18

NECESSARY (7)
Necessary cookies help make a website usable by enabling basic functions such as page navigation and
access to secure areas of the website. The website cannot function properly without these cookies.

Name Provider Purpose Maximum
storage
period

Type

__cf_bm LinkedIn This cookie is used to distinguish
between humans and bots. This
benefits the website by enabling valid
reports on the use of the website.

1 day HTTP Cookie

bcookie LinkedIn Used to detect spam and improve
website security.

1 year HTTP Cookie

CookieConsent Cookiebot Stores the user's cookie consent
status for the current domain.

1 year HTTP Cookie

JSESSIONID D.Vinci
HR-Systems

Preserves the user's state across page
requests.

Session HTTP Cookie

li_gc LinkedIn Stores the user's cookie consent
status for the current domain.

180 days HTTP Cookie

PHPSESSID www.zentis.d
e

Preserves the user's state across page
requests.

Session HTTP Cookie

wpEmojiSetting
sSupports

zentis-handel.
de

This cookie is associated with a bundle
of cookies that serve to deliver and
present content. The cookies preserve
the correct state of fonts, blog/image
sliders, color themes, and other
website settings.

Session HTML Local
Storage

https://www.linkedin.com/legal/privacy-policy
https://www.linkedin.com/legal/privacy-policy
https://www.cookiebot.com/goto/privacy-policy/
https://www.dvinci.de/datenschutz
https://www.dvinci.de/datenschutz
https://www.linkedin.com/legal/privacy-policy
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PREFERENCES (1)
Preference cookies enable a website to remember information that changes the way it behaves or looks,
such as your preferred language or the region you are in.

Name Provider Purpose Maximum
storage
period

Type

lidc LinkedIn Registers which server cluster is
serving the visitor. This is used in
connection with load balancing to
optimize the user experience.

1 day HTTP Cookie

STATISTICS (2)
Statistics cookies help website owners understand how visitors interact with websites by collecting and
reporting information anonymously.

Name Provider Purpose Maximum
storage
period

Type

_ga Google Registers a unique ID used to generate
statistical data on how the visitor uses
the website.

2 years HTTP Cookie

_ga_# Google Collects data on how often a user
visits a website, as well as data on the
first and most recent visit. Used by
Google Analytics.

2 years HTTP Cookie

https://www.linkedin.com/legal/privacy-policy
https://business.safety.google/privacy/
https://business.safety.google/privacy/


Zentis | Privacy Policy zentis.de (English) 20

MARKETING (3)
Marketing cookies are used to track visitors across websites. The intention is to display advertisements
that are relevant and engaging for the individual user and therefore more valuable for publishers and
third-party advertisers.

Name Provider Purpose Maximum
storage
period

Type

_fbp Meta
Platforms,
Inc.

Used by Facebook to deliver a range of
advertising products, such as real-time
bidding from third-party advertisers.

3 months HTTP Cookie

lastExternalRef
errer

Meta
Platforms,
Inc.

Identifies how the user reached the
website by registering their most
recent URL address.

Persistent HTML Local
Storage

lastExternalRef
errerTime

Meta
Platforms,
Inc.

Identifies how the user reached the
website by registering their most
recent URL address.

Persistent HTML Local
Storage

https://www.facebook.com/policy.php/
https://www.facebook.com/policy.php/
https://www.facebook.com/policy.php/
https://www.facebook.com/policy.php/
https://www.facebook.com/policy.php/
https://www.facebook.com/policy.php/
https://www.facebook.com/policy.php/
https://www.facebook.com/policy.php/
https://www.facebook.com/policy.php/


